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Abstract

European legislation defines cosmetics as substances or mixtures designed to contact exter-
nal body parts for cleaning, protection, fragrance, maintenance, or appearance modification.
Cosmetic regulation has become increasingly important in recent years, as the number
of consumers continues to grow. One of the major challenges of the cosmetic industry is
effectively communicating to consumers the critical need to avoid using expired products
for several safety reasons, with microbial contamination being among the most signifi-
cant concerns. A key research priority involves understanding how bacterial and fungal
populations commonly proliferate within cosmetic formulations. Regulatory standards
strictly prohibit specific microorganisms in finished cosmetic products, as specified in
EMA guidelines, making microbiological assessment an essential component of product
evaluation. This review examines the prevalence, risks, and control measures associated
with microbial contamination in cosmetic products. Special attention is given to the most
isolated microorganisms, factors contributing to contamination, and current preservation
strategies in the cosmetic industry.

Keywords: cosmetics; regulation; microbial contamination; control measures

1. Introduction
Contamination of cosmetic products may occur during production, storage and con-

sumers’ daily handling. In cases when products show no visible defects, the cosmetic
industry faces liability for product-related contamination only under two circumstances [1].
Consumer handling and storage practices for cosmetics typically do not adhere to the
strict standards maintained during manufacturing and distribution phases. Upon first
opening, products become subject to variable yet persistent contamination from household
environmental conditions and dermal contact with users [2,3].

The application of cosmetics, particularly make-up, represents a widespread global
practice intrinsically linked to cultural expression and personal confidence. Safe product
manufacturing needs comprehensive knowledge of safety parameters for cosmetic formu-
lations when applied to their intended bodily regions [3]. According to EU Regulation (EC)
No. 1223/2009, cosmetics are substances or mixtures intended to come into contact with
external parts of the body (for cleaning, protecting, perfuming, maintaining, or altering
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their appearance). This regulation also established that quality control plays a fundamental
role in ensuring consumers’ safety [4]. The Good Manufacturing Practices (GMP) are the
set of instructions ensuring risk minimization during product manufacturing, including
microbiological analysis [5]. Therefore, microbiological control is a critical aspect in cos-
metics production, ensuring that the product remains within safe parameters for a proper
amount of time without a human health risk of microbial contamination [6]. In response to
these challenges, the cosmetic industry has developed multiple methodologies to guarantee
end-product safety. Despite extensive regulation, industry accountability terminates upon
delivery of compliant products to consumers. Subsequently, contamination resulting from
environmental exposure and user practices falls under consumer responsibility. Main-
taining product quality during use requires strict adherence to manufacturer guidelines.
Failure to observe these conditions generates public health risks, as cosmetic products
may function as fomites and establish novel pathways for microbial dissemination [7].
Consequently, expiration dates must be prominently displayed, and consumers require
education regarding packaging label conventions [8]. Notwithstanding their expanding
global usage, cosmetic products may function as vectors for microbial proliferation [9].

For these reasons, regular cosmetic/make-up consumers and cosmetic/make-up
service providers should maintain and establish safe use practices to avoid microbial
cross-contamination [10]. The cosmetics sector grapples with a significant issue: ensuring
consumers understand why expired beauty products pose serious health risks, particu-
larly due to the threat of microbial growth. Research efforts are increasingly targeting the
mechanisms by which bacteria and fungi develop and multiply within cosmetic formu-
lations. The combination of water, organic compounds, and minerals in these products
establishes favorable conditions for microbial proliferation [11]. Comprehension of these
contamination dynamics is critical for maintaining consumer safety and product quality
standards. European Medicines Agency guidelines explicitly prohibit the presence of
specific microorganisms in finished cosmetic products (e.g., Staphylococcus aureus, Can-
dida albicans), thereby establishing microbiological testing as an indispensable element
of product evaluation procedures [12]. This review analyzes microbial contamination in
cosmetic products, focusing on how common it is, what risks it poses, and how it can
be controlled. Furthermore, it emphasizes the microorganisms most often found in con-
taminated products, the factors that lead to contamination, and the preservation methods
currently used by cosmetic manufacturers.

2. Materials and Methods
A bibliographic search for this narrative review was conducted using PubMed, Science

Direct, and Web of Science databases with keywords and MeSH terms related to “cosmetic”,
“biological contamination”, and “facial makeup”. Studies were included if they focused on
cosmetic regulation or cosmetic contamination; were original research, systematic reviews,
or meta-analyses; were published within the last decade (2014–2024) unless considered
foundational; were written in English. Additionally, ISO standards were also used to
establish acceptance parameters for good practices in finished cosmetic products before
their use by consumers.

3. Results
3.1. Global Policies on Microbial Contamination of Products

Contamination in cosmetic product studies usually takes into consideration the in-
tended contact of the utensils and the skin surface. However, accidental contact with
areas such as the oral cavity, nose and ocular epithelium should also be considered, as
these tissues exhibit structural and immunological characteristics distinct from keratinized
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skin [6,13]. The European Commission considers microbiological contamination a risk to
consumers’ health and has established an alert system for unsafe products. The Rapid
Alert System for all dangerous consumer products (RAPEX) allows for almost immedi-
ate recalls of batches of cosmetic and health products that are deemed unsafe for the
public [14]. Using the advanced filters in the RAPEX system, select all in the country of
origin and all notifying countries, followed by selecting “microbiological risk”, in product
categories select “cosmetics”. The results obtained from these filtering methods in the
2005–2025 period are that 215 cosmetic products from 37 different countries of origin had
microorganism contamination. The results are better explored in the following tables
(Tables 1 and 2 and Figures 1–3) [15]. The results indicate a 21% increase in the notified
products from 2008 to 2020, followed by a 9% decline in the subsequent period, from
2014 and 2025. Overall, from 2008 to 2025, there is an accumulated growth of
11% (Table 1 and Figure 1) [15]. In addition, the number of notifying countries re-
ally increased by approximately 47% from 2008–2014 to 2014–2020 and by 17% from
2014–2020 to 2020–2025. Overall, there was a 72% cumulative increase from 2008 to 2025
(Table 2 and Figures 2 and 3) [15]. The analysis also revealed that the number of countries
of origin increased by 13% from 2008–2014 to 2014–2020, followed by a smaller rise of
4% from 2014–2020 to 2020–2025. Overall, there was a 13% cumulative increase from
2008–2014 to 2020–2025 (Table 1) [15].

Table 1. Summary of notified products, notifying countries, and countries of origin from 2005 to 2025.

Notified Products Periods Notifying Countries Country of Origin Variation

2008–2014 66 14

2014–2020 80 22

2020–2025 73 26

2005–2025 215 37
Note: for this table, the advanced filters in the RAPEX system were used, selecting all in the country of origin and
all notifying countries, followed by selecting microbiological risk.
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Figure 1. Percentage variation in the number of notified products between consecutive and commutative
property periods: 2008–2014 vs. 2014–2020; 2014–2020 vs. 2020–2025; and 2008–2014 vs. 2020–2025.
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Table 2. Data analysis from the RAPEX system from 2008 to 2025 regarding the number of notified
products and countries.

Periods Notified Products Countries Country of Origin Variation

2008–2014
Vs.

2014–2020

2008–2014 2014–2020 % 2008–2014 2014–2020 % 2008–2014 2014–2020 %

66 80 21% 15 22 47% 24 27 13%

2014–2020
Vs.

2020–2025

2014–2020 2020–2025 2014–2020 2020–2025 2014–2020 2020–2025

80 73 −9% 22 26 18% 27 28 4%

2008–2014
Vs.

2020–2025

2008–2014 2020–2025 2008–2014 2020–2025 2008–2014 2020–2025

66 73 11% 15 26 73% 24 27 13%
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Figure 2. Percentage variation between periods of notifying countries between consecutive and commuta-
tive property periods: 2008–2014 vs. 2014–2020; 2014–2020 vs. 2020–2025; and 2008–2014 vs. 2020–2025.
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Figure 3. Percentage distribution of notifications by country of origin, illustrating the proportion of
notifications received from each country.

From the Food and Drug Administration (FDA) enforcement report, it was possible
to collect a database from classified dates from 2014 to 2025 with the filter’s product type
“cosmetics”, and reason for recall “contamination” (Table 3). There were 142 results for
contaminated cosmetic products. For the second search in the filter, reasons for recall, the
term “bacteria” had 82 results associating cosmetic products with bacterial contaminants.
Among 142 cosmetic products recalled due to microbiological contamination between
2005 and 2025, Pseudomonas spp. was the most frequently identified microbial contaminant
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present in 80 cases, representing 56.34% of all microbiologically contaminated samples.
Molds were reported in 16 cases, and yeasts were identified in three cases. These clas-
sifications were retrieved from the reason for recall field in the FDA notification data.
Figure 4 provides a more detailed breakdown of these findings in a visual representation.

Table 3. Enforcement report data analysis from the FDA data.

Contaminant Category Results Percentage of the Total of 142 Recalls

General Contamination
(non-specified species) 142 100%

Bacteriological Contamination 82 57.75%

Pseudomonas spp. 80 56.34%

Molds 16 11.27%

Yeasts 3 0.02%
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Figure 4. Distribution of contaminant categories for a total of 142 recalls.

General contamination accounted for all 142 recalls, followed by bacteriological con-
tamination, 82 recalls (58%), and Pseudomonas spp., 80 recalls (56%). Molds and yeasts are
less frequent, with 16 (11%) and three recalls (2%), respectively [16].

Regarding the cosmetic products associated with microbiological contamination, and
according to the FDA enforcement reports, RAPEX in notifications, and independent
studies, the identified contamination includes bacteria, yeasts, and molds, highlighting
microbiological risks in commonly used products such as mascara, cream, soaps, and
lip products.

The most frequently identified microorganisms include Staphylococcus spp. and
Bacillus cereus. Several products, particularly mascara, lip products, foaming soaps, and
body or facial creams, were associated with multiple contaminants, including opportunis-
tic pathogens and environmental bacteria. In addition to bacteria, yeasts and modes
such as Candida albicans, Candida parapsilosis, and Aspergillus spp. were also reported,
especially in body lotions and creams. These findings highlight the potential public
health risks. The risks caused by microbiological contamination in cosmetic products
highlight the need for strict daily quality control measures in manufacturing and post-
market surveillance (Table 4).
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Table 4. Common contaminants: FDA vs RAPEX vs independent studies.

Cosmetic Product Contaminant FDA References RAPEX References Independent Studies

Eye color/Eyeliner

Bacillus cereus [17–19] [20]

Escherichia coli [8]

Staphylococcus spp. [8]

Lip gloss

Pseudomonas putida [8,21]

Staphylococcus spp. [8]

Bacillus cereus [21]

Lipstick
Bacillus spp. [22]

Staphylococcus aureus [22]

Mascara/Eyebrow ink

Pseudomonas aeruginosa [23]

Pseudomonas putida [24]

Bacillus cereus [25]

Bacillus lentus [24]

Staphylococcus epidermidis [25]

Staphylococcus warneri [25]

Staphylococcus saprophyticus [8]

Foaming soap
Pseudomonas aeruginosa [26–32] [33–35] [36]

E. coli [32]

Body/Facial cream

Pseudomonas aeruginosa [37,38] [39,40] [36]

Pseudomonas putida. [37]

Pseudomonas luteola [41]

Candida parapsilosis [36]

Staphylococcus aureus [42]

Eye cream
Enterobacter gergoviae [43]

Rhizobium radiobacter [44]

Eyebrow product Pseudomonas aeruginosa [45–48]

Shampoo E. coli [49]

Body lotion

E. coli [50] [51] [21]

Candida albicans [21]

Aspergillus flavus [21]

Aspergillus nidulans [21]

Bacillus spp. [22]

Staphylococcus aureus [22]

While RAPEX and FDA data pertain to finished products that fall within manufactur-
ers’ liability regarding contamination, independent research primarily examines products
following consumer usage.

3.2. Major Bacterial and Fungal Cosmetic Contamination

Evidence consistently demonstrates that cosmetic products become contaminated
with microorganisms through user handling and sharing practices [52]. While populations
in similar environments typically share comparable bacterial/fungal strain profiles, age
groups and genders within these populations show distinct variations due to differences
in skin composition characteristics. Each person maintains a unique microbial ecosystem
on their skin, with stability maintained through mutually beneficial relationships between
microorganisms and their human host. When cosmetics are applied, they can either support
this natural microbial balance or disrupt it, potentially leading to skin dysbiosis where
harmful bacteria outcompete beneficial ones [53]. In addition, this unique skin microbiome
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with distinct antibiotic resistance patterns varies between populations; shared cosmet-
ics may serve as an unmonitored source of antibiotic-resistant bacteria transmission [54].
When individuals with less resistant microbial communities use contaminated cosmetic
products, they face increased health risks, particularly if they have underlying biological
vulnerabilities that make them susceptible to opportunistic infections [5]. An interesting
study evaluated 467 samples from five categories (lipstick, eyeliner, mascara, lip gloss
and beauty blenders). The results show that 13 genera of both bacteria and fungi species
were present, such as Staphylococcus, Pseudomonas, Escherichia, Candida, and Cryptococcus [8].
Another study showed that from a total of 320 samples, 56.6% were contaminated with
microbial agents, 63.88% were identified in cream body products, and 20% were found in
eye-dedicated products. The highest S. aureus count was >4000 CFU/g, which was found
on toner and facewash. The highest C. albicans contamination count was >20,000 CFU/g of
product on a lipstick [55]. In the Dhaka metropolis, it was reported that of the 27 samples
tested, 21 were contaminated beyond the accepted limits. The highest proportion of non-
compliance was shown by powders with 88.9% contamination, followed by lipsticks with
87.5%, and finally creams (60%) [56]. A study on microbial contamination of commercial
cosmetic products showed that Staphylococcus spp. is present as a contaminant in cosmetic
products [49]. Another study, with the aim of isolating and characterizing microorganisms
in cosmetics, tested samples with approximately 12 months of use in six distinct categories.
From the products, microorganisms belonging to P. aeruginosa, Serratia liquifaciens and
C. parapsilosis were recovered They were referred to in the study as opportunistic pathogens
with the ability to cause skin irritation and infections in cases of wounded epithelium [36].
P. aeruginosa are easily adapted to different kinds of environments, making pertinent the
topic of sharing products and crossing microbes among the sharing individuals and pro-
phylactic cleaning strategies to prevent sources of skin diseases [54]. Folliculitis associated
with P. aeruginosa has been described in epilation material and bath sponges, both of which
are part of the cosmetic industry. Sponge materials are also used in make-up applications
due to their practicality, but the sponge matrix becomes moist with increasing use, becom-
ing a perfect site for P. aeruginosa proliferation. There is a thin line between saprophyte
colonization and opportunistic infections. The integrity of the skin and the immune system
are the barriers that determine this equilibrium. Therefore, it is very important to prevent
adding another multi-resistance source to our day-to-day life, avoiding contributing to the
growing lack of new antibiotics being discovered and increased hospitalizations associ-
ated with microbe resistance [57]. In one study, microbial contamination was detected in
56% of the assessed samples: face washes and toners were shown to have elevated levels of
S. aureus with counts higher than 4000 CFU/gram of product. One S. aureus isolate had the
ability to produce enterotoxin [55]. In a study of used cosmetics and beauty blenders used
as application tools for cosmetic products, it was found that 79–90% of all used products
were contaminated with bacteria. The bacterial loads ranged between 10 × 102 to 10 × 103

CFU/mL, and beauty blenders contained an average load of >10 × 106 CFU/mL. Samples
with over 4000 CFU/mL of S. aureus were found in toner and face wash samples [55]. Cos-
metic products used during the tattooing process showed microbiological contamination in
4.7% of the samples that were identified during testing, and the results were contaminated
with various opportunistic pathogens, including S. aureus [58]. In 50 cosmetic brands,
S. aureus was the most common contaminant detected and isolated. Results showed
27% contamination in products considered low quality, whereas in products considered
high quality, 41% contamination was detected [59]. E. coli is another important contami-
nant. It can sustain its reproductive abilities in environments containing titanium dioxide
and zinc oxide, which are chemical compounds used in the pharmaceutical and cosmetic
industry. These metals are commonly used as colorants for eyeshadows, blush and face
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powders. There is a correlation between the presence of dipeptides and the enrichment
of E. coli, suggesting the production of proteases by this species [60]. Dipeptides are used
in cosmetics as an antiaging agent, meaning that products that use this class of active
ingredients may be one of the sources of susceptibility to E. coli contamination, at least
in antiaging cosmetic products [60,61]. With regards to Bacillus spp., they are particularly
concerning due to their ability to form biofilms and resist preservatives [62,63]. In the
presence of oxygen, they can sporulate, giving them the ability to persist until the right
environment to proliferate. B. cereus has been described as a strain able to survive the third
challenge test above the permitted CFU count, whilst in other strains (e.g., C. albicans and
P. aeruginosa), growth was unaffected by the number of challenges. [64].

Other reports also show relevant results. A total of 85 tattoo and permanent makeup
inks were tested. Among them, 42 inks were found to be contaminated with microor-
ganisms, representing 49% of the samples. Specifically, 33 inks were contaminated with
bacteria, two showed fungal contamination, and seven exhibited both bacterial and fungal
growth. Using 16S rDNA sequencing, 83 bacterial isolates were identified, encompassing
20 genera and 49 species. Bacillus spp. were the most prevalent, accounting for 53 isolates,
followed by Lysinibacillus fusiformis with 7% and P. aeuruginosa with a representation of
5% in samples. In 34 isolates, 41% were classified as potentially clinically relevant, in-
cluding Pseudomonas aeruginosa and Dermococcus baratrhy, and Rosiomonas mucosa species
prevailed. This species was previously implicated in human skin infections. These find-
ings highlight that commercially available tattoo and permanent makeup inks in the US
market may harbor diverse microbiota, including opportunistic pathogenic bacteria [65]. A
study conducted in Egypt on samples of hair care items detected that out of 140 cosmetic
samples, 31 (22.14%) were contaminated with bacteria, fungi, or both. Out of ten samples,
three were contaminated with E. coli (30%). Out of nine samples, four were contaminated with
S. aureus (44.4%). Out of nine samples, two were contaminated with P. aeruginosa (22.2%) [66].

Individuals with immunodeficiencies are more susceptible to fungal infections.
Candida spp. are fungal species, known to be rapidly developing resistance to antifun-
gals, in particular to triazoles. They are also known to be able to form strong biofilms in
both biotic (e.g., human mucosae) and abiotic surfaces (e.g., cosmetics), which increase
their virulence, tolerance to drugs, and resilience. A notably high contamination has been
found in lipstick samples, exceeding 20,000 CFU/g of product. Moreover, three out of the
12 C. albicans isolates could produce protease, as well as other enzymes able to degrade skin
tissue and increase the risk of infection REF. Other studies have shown that mascara and
liquid foundations are particularly susceptible to fungal contamination due to their water
content and repeated consumer contact [67]. Furthermore, shared cosmetic kits have been
reported (IC = 95%) to be contaminated with fungi species (19.2%) [68]. These findings
reveal the potential health hazards linked to the fungal contamination of cosmetic products
used after their intended shelf life, showing how crucial it is to educate consumers about
respecting the expiration dates indicated in the information labels [55].

Aspergillus species are on the World Health Organization (WHO) list of highest prior-
ity [69] for their virulence and known pathology associated with the genera. Aspergillosis
is a recognized common fungal infection with a great impact on immunocompromised
patients [21]. Like other fungi, Aspergillus spp. has already been found as a mascara contam-
inant and, in an occupational pathology-associated study, was found to lead to respiratory
issues such as allergic rhinitis [49,70]. Penicillium is an environmental, opportunistic, fast-
growing fungus, a strong spore and enzyme producer, and economically important in
the food and drug industry, but is also found in cosmetic products, in shared kits in
beauty salons [68].
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As in other cases, the FDA, EU, and the International Organization for Standardization
(ISO) guidelines provide frameworks for best practices in various industries, including
cosmetics. These guidelines ensure security, consistency and quality in cosmetics, and
consumers’ safety. Table 5 describes the ISO standards for cosmetics that ensure compliance
with the FDA and EU contamination limits regulations in Table 6.

Table 5. ISO standards for cosmetics (microbiology). List of ISO standards applicable to microbiologi-
cal testing and risk assessment in cosmetic products, including detection methods, microbiological
limits, and quality control procedures.

ISO Standard Standard Description Reference

ISO 4973:2023 Cosmetics—Microbiology—Quality control of culture media and diluents used
in cosmetics standards [71]

ISO 11930:2019 Cosmetics—Microbiology—Evaluation of the antimicrobial protection of a
cosmetic product [72]

ISO 16212:2017 Cosmetics—Microbiology—Enumeration of yeast and mold [73]

ISO 17516–2014 Cosmetics—Microbiology—Microbiological limits [74]

ISO 18415:2017 Cosmetics—Microbiology—Detection of specified and
non-specified microorganisms [75]

ISO18416:2015/Amd 1:2022 Cosmetics—Microbiology—Detection of Candida albicans [76]

ISO/TR 19838:2016 Microbiology—Cosmetics—Guidelines for the application of ISO standards on
Cosmetic Microbiology [77]

ISO 21148:2017 Cosmetics—Microbiology—General instructions for microbiological
examination [78]

ISO 21149:2017 Cosmetics—Microbiology—Enumeration and detection of aerobic
mesophilic bacteria [79]

ISO 21322:2020 Cosmetics—Microbiology—Testing of impregnated or coated wipes and masks [80]

ISO 22717:2015 Cosmetics—Microbiology—Detection of Pseudomonas aeruginosa [81]

ISO 29621:2017 Cosmetics—Microbiology—Guidelines for the risk assessment and
identification of microbiologically low-risk products [82]

Table 6. FDA vs. EU standards for microbiological limits for cosmetic products. Microbiological
quality. Limits for cosmetic products established by the FDA [83] and the European Union [84,85].

Microbiological Limits for Cosmetic Products

FDA Standards [83] EU Standards [84,85]

Cosmetic Product CFU/g or CFU/mL Limits Cosmetic Product CFU/g or CFU/mL Limits

Eye area 1 × 102 CFU/g or CFU/mL Eye area 1 × 102 CFU/g or CFU/mL

Mucous membranes 1 × 102 CFU/g or CFU/mL Mucous membranes 1 × 102 CFU/g or CFU/mL

Children < 3 years old 1 × 102 CFU/g or CFU/mL Children < 3 years old 1 × 102 CFU/g or CFU/mL

Other topical cosmetics 1 × 102 CFU/g or CFU/mL Other topical cosmetics 1 × 103 CFU/g or CFU/mL

FDA Standards EU Standards

S. aureus Concern pathogen S. aureus Must be absent in 1 g or mL

P. aeruginosa Opportunistic pathogen P. aeruginosa Must be absent in 1 g or mL

E. coli Concern pathogen E. coli Must be absent in 1 g or mL

C. albicans Concern pathogen C. albicans Must be absent in 1 g or mL

There are several essential risk reduction practices in the industry to ensure safety and
quality in production. The strategies implemented in the cosmetic industry are based on
good manufacturing practices, including environmental, procedural, and personal-related
controls (Table 7).
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Table 7. Risk reduction in the industry according to GMP.

Cleaning and Sanitization Equipment Must be Cleaned and Sanitized Before,
During, and After Use

Segregation Areas and materials should be segregated and sanitized
to prevent contamination

Staff training Personnel require training and must use PPE to
ensure hygiene

Storage conditions Storage conditions (temperature, humidity and
cleanliness) must be controlled

Microbiological monitoring Continuous monitoring for bacterial and fungal
contamination is essential

Chemical testing Chemical testing ensures quality of raw materials
and products

Equipment qualification The equipment must be qualified, maintained, and
calibrated properly

Good manufacturing practices play a crucial role in minimizing microbiological and
chemical risks in the cosmetic industry. Effective cleaning and sanitization procedures
are essential at all stages of production. Segregation of areas in materials prevents cross-
contamination, while ongoing staff training and the use of personal protective equipment
help maintain hygiene. Standards control storage conditions, ensuring the stability of raw
products and finished products. Continuous microbiological monitoring detects bacterio-
logical and fungal contamination, and chemical testing verifies ingredient and production
quality. Additionally, equipment must undergo proper qualification, calibration and main-
tenance to ensure process reliability and compliance with safety standards [86]. It outlines
the key control areas involved in maintaining microbial and chemical quality during phar-
maceutical/cosmetic manufacturing processes. It summarizes the best practices involved
in the process, such as cleaning and sanitization, personnel hygiene, environmental mon-
itoring, chemical and microbiological testing, and technological optimization to ensure
compliance with GMP and standards, and to minimize contamination risks throughout the
production cycle [87].

4. Beyond Manufacturing: Consumer Environment Risks
Consumers’ practices lead to risk amplification, which then results in health conse-

quences that can progress from immediate to long-term if not addressed. Continued use
despite any symptoms significantly worsens outcomes (Table 8) (Figure 5) [88,89].

Table 8. Consumers’ common practices that allow microbial growth in cosmetic products.

Practice Issue and References

Product sharing

Sharing is a concern due to the additive contamination factor that may pose a challenge to
the preservation of a cosmetic product. Investigating the incidence of bacterial and fungal

contamination in shared cosmetic kits available in women’s beauty salons is critical to avoid
this issue [68].

Extended use beyond expiration
After the expiration date, few individuals are willing to take away the product. There may be
many reasons for users not removing the product from their collections, which may include

economic reasons and even a lack of education about the risks of this practice [88].

Poor hygiene during application

As many users keep their cosmetics in bathrooms, high humidity levels can create an ideal
environment for microbial growth [90]. Steam from hot showers further increases moisture

availability, providing optimal conditions for microorganisms to thrive within product
formulations [91].

Many individuals continue using these contaminated or out-of-date cosmetics rather than
discarding them, even when they have a runny nose or sudden acne breakouts [92].
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Figure 5. Common practices among consumers, associated with cosmetics, that can decrease
products’ security.

5. Preventing and Controlling Microbial Growth in Cosmetic Products
Microbiological contamination poses significant risks to cosmetic manufacturers, lead-

ing to production batch rejection and costly product recalls that damage brand reputation
and consumer trust [3]. Market Introduction Authorization (MIA) holders must main-
tain strict hygiene and quality control to protect consumer health, particularly vulnerable
populations, including children, the elderly, and immunosuppressed patients [87,93].

From the user’s perspective, contamination prevention is challenging due to inade-
quate protocols outside factory settings. Poor environmental control, lack of health risk
awareness, and problematic consumer practices (product sharing, improper storage) con-
tribute to microbial growth [84]. Products are considered low microbiological risk when
they meet specific criteria, such as pH below 3.0 or above 10.0 (hostile to microbial growth);
alcohol content above 20% (antimicrobial properties) [82,94]; filling temperature above
65 ◦C (reduces manufacturing contamination); water activity of 0.75 or lower [95]; high
organic solvent content; and hydrogen peroxide above 3.0% (inhibits bacterial growth) [84].

In order to prevent and control microbial growth, preservatives are selected based
on toxicological safety, antimicrobial efficacy, formulation compatibility, chemical stability,
regulatory compliance, and environmental impact. Challenge tests verify preservative
effectiveness by deliberately introducing microbial strains under controlled conditions and
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monitoring their reduction over time [82,87,93]. Several advanced preservation strategies
are being researched: in microencapsulation, natural preservatives are enclosed within
protective matrices to shield them from environmental factors and enable controlled re-
lease while enhancing stability; and multiple natural preservatives with complementary
mechanisms are combined to achieve a broader antimicrobial spectrum while reducing
individual preservative concentrations, minimizing toxicity and skin irritation [96]. These
strategies represent essential developments as manufacturers seek secure products that
address both microbiological and toxicological concerns while maintaining regulatory
compliance [97,98].

Chemical Preservatives and Physical Methods

Naturally occurring phenolic compounds serve as commonly used bio-preservatives
for extending finished product shelf life (Table 9). However, safety considerations have
emerged regarding their performance compared to synthetic chemical preservatives.

Table 9. Main chemical preservatives used in cosmetic products [6,84].

Preservative Class Chemical Compound Mechanism of Action EU Limit

Parabens

Methylparaben

Bacteria membrane disruption [99]

≤0.4% when used individually or 0.8% if used
in a mixture of esters [100,101]Ethylparaben

Propylparaben ≤0.14% when used individually or ≤0.19% if
used in a mixture of esters in their free for or

salt forms [102]Butylparaben

Isopropylparaben

Banned [102]

Isobutylparaben

Phenylparaben

Benzylparaben

Pentylparaben

Alcohol Phenoxyethanol

Effective against strains of P.
aeruginosa and other gram-negative

organisms, and gram-positive
organisms [103]

Used as a preservative at a concentration of
1% in annex V of [87,103]

Organic acids

Benzoic acid and salts on
leave on cosmetics Bacteria membrane disruption via cell

penetration and cytoplasm
acidification, and apoptosis (weak

acid theory) [104]

0.5% if in leave-on formulations and 2.5% in
rinse-off cosmetic products [87]

Salicylic acid
Not allowed in products for children under

3 years (except shampoo), not for oral or
spray use [87]

Poor hygiene during application and persistent use promotes loss of product stability
and ongoing microbial proliferation both within the products and on the skin surface,
creating opportunities for pathogenic infections. Without proper intervention, these mi-
nor issues can escalate into serious dermatological conditions, including acne, chronic
hyperpigmentation, facial eczema, and extensive bacterial colonization of the skin by
S. aureus [102–104].

Pump dispensers, pressurized delivery, or unit dose are described to provide appro-
priate protection from contamination during use of the cosmetic products [105]. Airless
pumps are a good method for preventing aerobic microorganism development, since the
formulations are not allowed to be in contact with oxygen [106]. Nevertheless, it is impor-
tant to account for their limitations, such as particle diameters, making the prototype design
and validation before its use in cosmetics indispensible [107]. Also, they do not prevent
anaerobic development, therefore it is very important to continue to develop studies on
preservative efficacy in such conditions [106]. Single-use applicators are an ideal choice
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for secondary packaging for their ability to provide physical protection against general
contamination provided by consumer use [105].

6. Conclusions and Future Perspectives
Cosmetic products are a common source of microbial contamination, primarily due to con-

sumer handling practices. While the pharmaceutical industry is bound by strict regulations and
guidelines, end users often lack education on proper usage and hygiene. This gap undermines
the industry’s efforts, as expectations for product safety are held to pharmaceutical standards
but consumer behaviors fall far below that scope. Improper hygiene, disregard for expiration or
usage timelines, and inadequate handling habits accelerate product degradation—either through
additive microbial contamination or the loss of preservative efficacy. As a result, consumers
may unknowingly expose themselves to dermatological and ocular pathologies, not because of
formulation failure, but due to preservative breakdown or cumulative misuse, or pre-existing
microbiological contamination. Emerging trends in cosmetic preservation include natural
compounds such as Rubus rosaefolius extract [108], essential oil from plants [109], and
henna [110], which are some of the natural substances being studied for their preservative,
antimicrobial, and antifungal activities, respectively. Natural antimicrobial compounds
are alternatives for consumers who present with allergies to the traditional preservatives
used most often in the cosmetic industry, but they do not offer the industry the same
levels of confidence when compared with chemical preservatives and cosmetic stability.
Also, natural compounds are more susceptible to degradation, posing a less effective
form of preservative when compared with chemical preservatives [111]. Smart packaging
technologies are a trend in the current cosmetic scenario for enhancing functionality and
product performance, enabling traceability and sustainability through intelligent design,
and facilitating personalized consumer experiences [112]. Between 2012 and 2016, an active
packaging technology was developed by the EU, which allows us to produce new packages
that are able to release natural preservatives at an adequate rate and amount into cosmetic
products, lowering the need for preservative quantities in cosmetic formulations [113]. This
is very useful both for allergy reasons and for product formulation stability [114], as the
tables mentioned in that “Supplementary Materials” section.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/cosmetics12050198/s1, Table S1: Current applications and future
directions of smart packaging technologies in the cosmetic industry; Table S2: Suggestions for a
multi-faced approach to avoid cosmetic microbial contamination during cosmetic use [112–118].
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